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under, kollegaer i branchen og Arctic Wolf's tilgang.
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Threat report 2025 (med et dansk tvist)
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Top 6 Cyber Incident Types

During the reporting period, our IR team identified these top six types of cyber incidents —
with 3 collectively accounted for 92% of all IR cases

Malware Infections Insider Threats or
1% Fraud

<19
Pre-Ransomware i
5%*

Data Incidents
22%

*New category for IR data A
»
© 2026 Arctic Wolf Networks, Inc. All rights reserved. Public 5 g



THE LEADER IN SECURITY OPERATIONS

Incident Response Investigations

What did we see?

Incident Response Investigations by Type

6,9%

51.4% of cases are
not ransomware
attacks

48.6% are Double
Extortion cases

= Ransomware / Data Extortion
= Business Email Compromise
= Network Intrusion

Other
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This year's biggest concern, is a concern

All prior reports saw "Ransomware and data Extortion"” take the #1 spot as most concerning

/ What is your primary area of concern when it comes to cybersecurity in \

Al C||mbed to the tOp general? (select one)

Al, large language models, and associated privacy concerns

Of th e CO N Ce ' S y Malware / ransomware and data extortion
. Credential theft / identity concerns

relegating
Cloud access and misconfiguration

ra n SO mwa re tO Social engineering / insider threats / phishing
Misconfigurations and unpatched vulnerabilities
second place

Business email compromise

\ 0% 5% 10% 15% 20% 25% 30% j

But does the data backup this concern, or is marketing hype and fear of the
unknown distracting us from the known?
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Why is Al so great for attackers but such a
challenge for security teams?

Hallucinations and mistakes erode trust

Hackers are increasingly using generative Al solutions,
with 77% now reporting the adoption of such tools (Dark
Reading)

Brittle reasoning collapses under real-world pressure

Pilots that never make it to production

Automated phishing, deepfakes, and social engineering
at scale

"Best guess" answers in a domain where guessing is fatal

Vulnerability exploitation at machine speed

Difficult to deploy, adding costs without ROI

Attacks that adapt in real time to bypass defenses

Every successful attack fuels the next
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En gjend f h
n gjenabner for branchen...
coMP“TERwoRm TEKNOLOGI ERHVERV IT-LEDELSE SAMFUND

Aktuelt: Er det pinligt nér Al Igser dine opgaver? Ny it-lgnstatistik for 2026 klar Geopolitisk digital magtkamp Er der job nar du er 50+?
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Anthropics nye Al-model saetter
myndigheder i alarmberedskab: Britiske
finansbosser indkaldes til sikkerhedsbriefing

De britiske finansmyndigheder har faet travit med vurdere en reekke potentielle
sikkerhedshuller, som Anthropics nye Al-model har opdaget. | Igbet af de kommende
uge Vil landets finanstop blive indkaldt til en briefing om modellen.

13. april 2026 kI. 08.10 =8 &

Anthropic skrev i et blogindlaeg i begyndelsen af april, at modellen har identificeret tusindvis
af alvorlige sarbarheder i en lang raekke styresystemer, webbrowsere og anden meget

udbredt software. Selskabet haevder, at nogle af sarbarhederne har eksisteret i softwaren i
artier uden at blive opdaget.
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CFO Fraud - eks fra en Dansk kunde (ca 200 ansatte)

From: CEO From: CEO
| To: CFO To: CEO

venligst overfor Godkendt,

Venligst bekraeft?

overfor nu!
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Tid til at sendre mindset?
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Al som beskyttelse
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The Aurora
Superintelligence
Platform

Delivering Al Outcomes Security Leaders Can Trust
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Superintelligence in Cybersecurity

The ability to outperform human-only and Al-
only approaches, while delivering safe, reliable,
trustworthy results.
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Superintelligence
Platform

Open Data Pipeline enables
customer choice.

Security Operations Graph
builds our security expertise
into the data foundation.

Swarm of Experts handles all
SOC tasks while keeping
humans in the loop.

Trust Engine ensures all
results are accurate, reliable,
and trustworthy.
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4
The Transformative Impact of Agentic Al

Real results from the world’s largest commercial agentic SOC

15X 3X 10 days 12X

Faster Case Resolution Ticket Quality To a Fully Agentic SOC ROI vs DIY Al add-ons*

*Based on 650k-1M/yr in costs for a 1000 user org including new software, increased storage and compute, as well as additional staff.
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Security
Operations
tnership

415 solutions

Arctic Wolf Partner
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Arctic Wolf Customer

: Arctic Wolf
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Thank
You
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The Arctic Wolf Security Operations Cloud
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