Styrk din IT-sikkerhed 1 praksis

MB) Solutions



Hvem er jeg?

Jacob Dahlgaard
Security Team Lead

8 Ar i MB-Solutions

Ansvarlig for MB-Solutions
IT-sikkerhedsaktiviteter

Arbejder med Igbende udvikling og
drift af IT-sikkerhed hos danske
virksomheder

Fokus pa at fa sikkerhed til at
fungere i praksis — ikke kun pé
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Al & IT Sikkerhed

HOJESTE BESKYTTELSE

FULD AI-INTEGRATION

Hvor de fleste
virksomheder er i dag

LAVESTE BESKYTTELSE

Al AGENTER OG PROCESOPTIMERING

Automatisering med Al-agenter, der effektiviserer
processer pa tvaers af Microsoft 365, integrerer med
forretningssystemer og optimerer arbejdsgange.

Al READY
Indkab af Copilot licenser, traening af
medarbejdere, implementering i virksomheden.

DATA ANALYSE OG OPRYDNING

Gennemgang af brugerrettigheder til data,
oprydning af data delt med eksterne, analyse af
det generelle rettigheds setup samt oprydning.

FUNDAMENT FOR DATAKONTROL

Teknisk opseetning i forhold til Teams, SharePoint
og OneDrive, deling af data med eksterne m.m.

BASIS SIKKERHED

Styr pa identiteter, MFA godkendelse,
gaestebrugere, adgangskontrol og
central styring af enheder og brugere.



Forebyggelse
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Hvor de fleste
virksomheder er i dag

Laveste beskyltelse

©00 0 e

SOC (Security Operations Center)

24/7 Overvagning « Identificering «
Beskyttelse - Registrering « Reaktion

SECURITY MANAGEMENT

Analyse af virksomhedens installation og
risikoprofil » Definition af det optimale
sikkerhedsniveau « Overvdgning, test,
anbefalinger og statusmader

DEFENSE IN-DEPTH

Endepunkt (AW, AEP) « DLP / 55L-inspektion
« Anti-DDoS / IPS f CASB

PERIMETER

Firewalls - SPAM [/ Webfiltre -

WAF / Praxy

BASIC

Adgangskoder « AD + Patch
Management » Backups

@® Awareness traening
@ Tilpasning af teknisk opsaetning
@ Patch & sdrbarhedsstyring

@® Overblik over enheder og
identiteter

@ IT beredskabsplan



Beredskab

Arctic Wolf

SOC

+1000 Security Engineers across SOC and Incident
response teams. Infused with Al capabilities to deliver
outcome in the modern IT era.

Aurora Security Concierge Arctic Wolf
Platform Teams Partner Model Labs

SOC as a Service

©)

Managed Detection and
Response
24/7/365 Detection and Response.

&)

Incident Response
Eradication & Remediation
Forensics analysis & reporting
Negotiation with threat actors.
Recover & Restore Operations

MB Solutions

NEXT Generation Cloud Provider

Local pressens, tailored services and innovative solutions
to meet the specific needs of each client.

R

Vulnerability  compliance
assessment P g’lan‘c_!ged IT
ervices



Hvordan MBS arbejder med IT-sikkerhed

1 2 3

Vi starter med en grundig \___ Sikkerhed tilpasses Anbefalinger bliver omsat

onboarding og analyse virksomhedens risikoprofil til konkrete handlinger

® Fakta far anbefalinger ® lkke one-size-fits-all ® |kke kun rapporter

® Overblik over miljget ® Realistisk og relevant ® Prioriterede opgaver
sikkerhedsniveau

® Feelles udgangspunkt ® Aftalt plan &

implementering



}g Opgave handtering

Security Management Tas... < Gitter  Tavle  Diagrammer  Tidsplan *** E. "

Sammenkzedet plan

Generelle sikkerheds opgaver Pingcastle CSAT Greenbone S5can Microsoft Secure Score

+ Tilfgj opgave -+ Tilfgj opgave + Tilfgj opgave + Tilfgj opgave + Tilfgj opgave

MB-Solutions | IS ——

Ikke gennemgast lkke gennemgast MEB-Solutions  Afventer afklaring
Fuldfarte opgaver 2 ~ . - -
(O Lokale enheder / Intune enheder Pg 0 LocalAD - A high number of built in T (O Microsoft Defender for serveres
Administrators group members: 90 O = 1
@1

[ [ ] [ ] 9 2

17.06. TB Forfalder ' q

Fuldfarte opgaver 2 v lkke gennemgast
MB-Solutions | /IS M . . I e
L] _l
Afventer afklaring o 1 Update Microsoft Defender for
—w o :
0 Lebende compliance kontrol af C o (O Endpoint core components (7/19
enheder 1 exposed devices)
' 2
& 15.05. .
Forfalder ‘ .
Fuldfarte opgaver 2 ~ licke gennemgast
e _emm () ASR Rules
= . =
o rr—
lkke gennemgaet
Forfalder . Ensure multifactor authentication is

O enabled for all users (275/615 users

that aren't registered with MFA.)
Afventer afklaring

e MacOS opsaetning i intune & M5
Defender?

@1



“0) IT-sikkerheds&rshjul

Redskab

Microsoft Azure Greenbone Pingcastle Exposure
Secure Score Secure Score Scan Score
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g% Alt data pa ét sted

Status efter dato
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Prioritering i IT-sikkerhed — hvad giver mest veerdi farst?

Microsoft Secure Score

Qverview

Recommended actions  History  Metrics & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

|- Eksportér 198 elementer |I 0O seg % Filtre
Rank *~ Recommended action ™ Score i.. ™ Points achi.. *~ S5tatus “~ Regress...

] 1 Block Office applications from creating executable content ~0.77% 0/2 O Toaddress  No

] 2 Block process creations originating from PSExec and WMI comi +0.77% 0/9 O Toaddress  Neo

] 3 Block all Office applications from creating child processes ~0.77% 0/2 O Toaddress  No

] 4 Block abuse of exploited vulnerable signed drivers +0.77% 0/9 (O Toaddress  Neo

] s Block executable files from running unless they meet a prevaler =0.77% 0/9 O Toaddress  Ne

[ s Block executable content from email client and webmail +0.77% 0/ O Toaddress  No

7 Block untrusted and unsigned processes that run from USB +0.77% 0/9 O Toaddress  Neo

] & Block persistence through WMI event subscription +0.77% 0/9 (O Toaddress Mo

IT-sikkerhed prioriteres ud fra et
360-graders perspektiv

Beslutninger baseres pa data fra hele
IT-miljoet

Tekniske anbefalinger omsaettes til en
prioriteret handlingsliste

Vi starter med fa tiltag, der giver storst
effekt



De klassiske 5 huller (OneDrive/SharePoint deling af data)

Deling

Brug disse indstillinger til at styre deling pa organisationsniveau i SharePoint og pa OneDrive.
Fa mere at vide om administration af indstillinger for deling

Ekstern deling

Indhold kan deles med:

& SharePoint

Q

Mest tilladelig

Mindst tilladelig

@ OneDrive

Q

Alle

Brugerne kan dele filer og mapper ved hjaelp af links, der ikke kraever logon.

Nye og eksisterende gaester
Gaester skal logge pa eller angive en bekrzeftelseskode.

Eksisterende gaester
Kun gaester, der allerede findes i organisationens mappe.

Kun personer i organisationen
Ekstern deling er ikke tilladt.

Du kan begraense delingen yderligere for hvert enkelt websted og for OneDrive. Fa at vide hvordan

Flere indstillinger for ekstern deling

[:] Begraens ekstern deling efter domaene

D Tillad kun brugere i bestemte sikkerhedsgrupper at dele eksternt

Tillad, at gaester deler elementer, de ikke ejer

Deling kan ske uden krav om login
eller MFA

Begrenset sporbarhed

Gaester kan dele videre med andre
gaester

Ukontrolleret adgang til kritiske data



De klassiske 5 huller (Unmanaged enheder

Microsoft Endpoint Manager admin cente:

A Home

E4] Dashboard

All services

Ei Devices

i apps

€ £ndpoint security
Reports

& users

& Groups
& Tenant administration

X Troubleshocting + support

Home > Devices

g Devices | All devices

P Search | K O Refresh Y Fiter 2 Columns & oport | B Bulk Device Actions
-
@ Overview
0 search
B A devices
showing 110 25 of 46 records
8y platform Device name Ty Managed by To Ownership Ty Compliance Ty oS
| windows Unknown Intune Unknown @ compliant Other
i05/ivad0s APNZ2COMANT! Intune Corporate @ Comphiant Windows
bed macos Co-managed Corporate 0 ot Comphiant Windows
android Amos's Mac8ook Air Intune Corporate Q@ Compliant macos
= chromes 0S Chrome-0N 18H301~ Intune Comporate Not Evaluated Chrome OS
hrome-0Q3L918)401731  Intune Corporate Not Evaluated Chrome OS
Device enroliment Chrome-0Q918/40 P i =
Chrome- Intune Corporate Not Evaluated Chrome OS
‘ enroll devices
Chrome-. Intune Corporate Not Evaluated Chrome OS
Provisioning
Chrome-| Intune Corporate MNot Evaluated Chrome OS
D windows 355
Chrome-f Intune Corporate Not Evaluated Chroma OS
Policy Chrome-NXHWNAADO10- Intune Corporata Not gvaluated Chrome OS5
L' compliznce policies Chrome-PF32F6BH Intune Corporate Not Evaluated Chrome OS
O Condtonal access Chrome-YX024RZ) Intune Corporate Not Evaluated Chrome OS5
[ Configuration profiles Chrome-YX029:83 Intuns Corporata Not Evaluated Chroms 05
W scrpts Chrome-YX02DaxwW Intune Corporate Not Evaluated Chrome OS
=) Group Pelicy analytics (preview) 1518555 Intune Corporate © ot Comphiant Viindows
83 Update rings for Windows 10 LGOA Intune Corporate © not Compliant Windows
and later
DESKTOP-4E)80CH Intune Corporate 0 Not Comphant Viindows
B8 Feature updates for Windows
10 and later (previsw) DESKTOR-50KQFM) Intune Corporate © ot Compliant Viincows



De klassiske 5 huller (MFA)

Ensure multifactor authentication is enabled for all users

O Planned

¢ Edit status & action plan {2 Manage tags

General Implementation  History (10)

Description

Multifactor authentication (MFA) helps protect devices and data that are accessible to
these users. Adding more authentication methods, such as the Microsoft Authenticator
app or a phone number, increases the level of protection if one factor is compromised.

Implementation status

You have 81 out of 159 users that aren’t registered with MFA.

User impact

After registering, users are prompted to authenticate with a second factor when accessing
applications or other resources.

Users affected

All of your Microsoft 365 users

MFA-policy - brugere med aktiveret
MFA

MFA kraeves ikke altid ved login (fx fra
kontoret)

Brugere kan eksistere uden MFA i
lang tid

Hacker kan selv opsaette MFA efter
password-kompromittering



De klassiske 5 huller (MFA)

Ensure multifactor authentication is enabled for all users

O Planned

¢ Edit status & action plan {2 Manage tags

General Implementation  History (10)

Description

Multifactor authentication (MFA) helps protect devices and data that are accessible to
these users. Adding more authentication methods, such as the Microsoft Authenticator
app or a phone number, increases the level of protection if one factor is compromised.

Implementation status

You have 81 out of 159 users that aren’t registered with MFA.

User impact

After registering, users are prompted to authenticate with a second factor when accessing
applications or other resources.

Users affected

All of your Microsoft 365 users

MFA-policy - brugere med aktiveret
MFA

MFA kraeves ikke altid ved login (fx fra
kontoret)

Brugere kan eksistere uden MFA i
lang tid

Hacker kan selv opsaette MFA efter
password-kompromittering



De klassiske 5 huller (Adgang til admin portaler
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Home

Agents

Favarites

Entra ID

Overview

Users

Groups

Devices

Agents

Enterprise apps

App registrations

Roles & admins

Delegated admin partners

Tenant governance (Preview)

Domain services

Conditional Access

Multifactor authentication

Identity Secure Score

Authentication methods

Account recovery

Password reset

Home

&l

i Allroles

& Admin units

& Protected actions

# Diagnose and solve problems
Activity

I=  Access reviews

H Audit logs

Troubleshooting + Support

Z New support request

Roles and administrators | All roles

w Download assignments ":_) Refresh

B2l Preview features &7 Got feedback?

0 Get just-in-time access to a role when you need it using PIM. Learn more about PIM —*

(@ Your Role:

Administrative roles

Administrative roles are used for granting access for privileged actions in Microsoft Entra 1D, We recormmend using these built-in roles for delegating access to manage broad application configuration permissions without
granting access to manage other parts of Microsoft Entra 1D not related to application configuration. Learn more,

Learn more about Microsoft Entra ID role-based access control

|/'-7‘ Search by name or description

Role

Security Operator

Security Reader

Dynamics 365 Administrator
Global Reader

Groups Administrator

Power Platform Administrator
Teams Administrator

User Administrator

Application Administrator

Attack Payload Author

Attack Simulation Administrator
Attribute Assignment Administrator
Attribute Definition Administrator
Authentication Administrator

Authentication Policy Administrator

10000 ooDo0D0oo0o0ooOooo

*5 add filters

T

Description Privileged

PRIVILEGED
PRIVILEGED

Creates and manages security events.
Can read security information and reports in Microsoft Entra ID and Microsoft 365.
Can manage all aspects of the Dynamics 365 product.

Can read everything that a Global Administrator can, but not update anything.

PRIVILEGED

Members of this rele can create/manage groups, create/manage groups settings like naming and
expiration policies, and view groups activity and audit reports.

Can create and manage all aspects of Microsoft Dynamics 365, PowerApps and Microsoft Flow.
Can manage the Microsoft Teams service.

Can manage all aspects of users and groups, including resetting passwoerds for imited admins,

PRIVILEGED
PRIVILEGED

Can create and manage all aspects of app registrations and enterprise apps.

Can create attack payloads that an administrator can initiate later,

Can create and manage all aspects of attack simulation campaigns.

Assign custom security attribute keys and values to supported Microsoft Entra objects.
Define and manage the definition of custom security attributes.

Can access to view, set and reset authentication method information for any non-admin user.

Can create and manage the authentication methods policy, tenant-wide MFA settings, password
protection policy, and verifiable credentials.

™

Type

Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in
Built-in

Built-in



De klassiske 5 huller (Data Sikkerhed & Al)

ﬂ AutoSave '\/_.?f_:' [E.ﬂ Financial Summary.xlsx o Q Confidential « Saved v je, Richard Simone @ 9 - (] X
File Home Insert b Automate Help {2 Comments
File name
o “) - V ® Al arbejder direk :
Financial Summary Xlsx ar ej er Ire te pa
D E F G 4
1 Financial highlights | o< virksomhedens data
2 Yearend . Reports ar 2 Year 1
3 Revenue Sales and Marketing D.00 93,580.00
4 |Gross margin p.00 60,543.00
5 |Operating income Sensitivity p.00 18,161.00 ) ege o o
5 [Netincome T | koo 12.193.00 Sensitivity labels styrer hvad Al ma
7 | Diluted earnings per sl & “omeeme PSR 2.1 1.48 b
8 Cash dividends declar: rsimone@vanarsdelltd.com 1.44 1.24 ruge
9 |Cash, cash equivalent @ Personal D.00 96,526.00
0 |Total assets p.00 174,303.00
1 |Lcng-term obligations @ Public 1.00' 44,574.00_'
2 @ Genera ® Klassificér data - Offentligt / Internt /
3 L ) , .
4 Confidential Fo rtrollgt
5 Highly Confidential >
6 ~
- (i) Learn More
8
. ° . . .
y Klassificering kan startes simpelt (2—
Sheetl + 4 G L

Same A PPhccacrihilibe Fandtn an 2::] [=]] m — =& + 1Ane 3 la bels)
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